NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C KaX[JbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, & IIKOJbHUKU OJHU U3 CaMbIX
aKTUBHBIX IOJIb30BaTesel Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH,
MHTEPHET HeceT U MpobaeMbl. JTa MaMATKa J0JDKHA TOMOYb TeOe 0e30I1acHO HaXOAUTHCS B CETH.

KomnbrotepHbie BUPYCHI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBIISETCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B nomonHeHue K 3TOMY,
BUPYCBI MOT'YT ITOBPEAUTH WX MOJTHOCTHIO YHUUTOXKUTB BCE (DAlIIbl U IaHHBIE, TIOJAKOHTPOJIbHBIE
II0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIa 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe OBPEAUTh
WIN J1aK€ YHUYTOXXUTh ONEPALMOHHYIO CHCTEMY €O BceMH (paiiamu B 1iesioM. B OonblinHCTBE
CJIy4aeB paclpOCTPAHAIOTCA BUPYCHI U€PE3 HHTEPHET.

MeToabl 3alUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Mcnionb3yii cCOBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOILINE CEPHE3HBIN YPOBEHD 3aLIUTHI OT
BPEIJOHOCHBIX IIPOIPAMM;

2. IlocrosHHO ycTaHaBnMBail mnayTh (UM(QpOBBIE 3aIlIaTKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C IIEITBI0 TOPAOOTKH MPOrpaMMBbl) U Ipyrrue OOHOBIIEHUS CBOCH ONEepPalMOHHON
cuctembl. CkaumBail X TOJBKO ¢ odunmanpHOro caiita paspadoruynka OC. Ecmu cymectByet
PEKUM aBTOMATUYECKOI0 OOHOBJIEHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEPE TI0J] IIPaBaMu TOJIb30BATEINS, a HE aJMHHHUCTpAaTOpa. JTO HE
MIO3BOJIMT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrPaMM HMHCTAJUIMPOBATHCS HA TBOEM IEPCOHAILHOM
KOMITbIOTEPE;

4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMaTHUYECKUM OOHOBIIEHUEM 0a3;

5. OFpaHI/ILIL (1)I/I3I/I‘IGCKI/II71 JOCTYII K KOMIIBOTEPY AJIA IOCTOPOHHUX JIUIL;

6. Vcnonp3yll BHELIHHE HOCUTENM HHGPOpPMAalMU, Takue Kak Quielika, JUCK WU ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBail KOMIbIOTEpHbIE (hailiIbl, MOJYUYEHHbIE U3 HEHAJEKHbIX MCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE pUCIa TBOM 3HAKOMBIN. JIyullle yTouHM y HEro, OTIPABIISIL JIM OH TeOe uX.

Cetu WI-FI

Wi-Fi - 370 He BU mepeauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb OpeH I, mapka. Emre B 1991
rofy HuJepiaHickas KommnaHusi 3apeructpupoBana Openny "WECA", urto o0603Hauyano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs Kak "GecrpoBOAHAs TOYHOCTD'.

Jlo Hamiero BpeMeHHM Joluia apyras abOpeBuarypa, KOTopasl sBIsSETCS TaKOW e TEXHOJIOTHEH.
Orto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO aHO C HAMEKOM Ha CTaHJApT BBICIIECH
3BykoBoil TexHuku Hi-Fi, uto B nepeBoie 03HadaeT "BbICOKast TOYHOCTH".

Ja, OecnnaTHBI MHTEpPHET-IOCTYN B Kade, OTeNsiX U adporoprax SBISETCS OTJINYHOU
BO3MOXKHOCTBIO BBIXOJ[a B MHTEPHET. HO MHOTHE 3KCIIEpThI CYMTAIOT, UTO 00menocTymHbie Wi-Fi
CEeTHU He ABISAIOTCS 0€30MaCHBIMU.



Cosertsl 10 Oe30macHOCTH paboThI B 00mIenocTynHbIX ceTsix Wi-fi:

1. He mepenaBaii cBoro muuHy0 nHMopManuio yepe3 oomenoctymnupie Wi-Fi cetu. PaboTas B HuX,
JKeJaTeIbHO He BBOJUTD MAPOJIH JOCTYIIA, JOTUHBI M KaKHe-TO HOMEPa,;

2. Ucnonws3yii 1 OOHOBISIE aHTHBUPYCHBIE NporpaMmbl U OpanHamayep. Tem cambIiM Thbl
o0e3omacuib ceds 0T 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonwszoBanuu Wi-Fi orxmroun gyrakmuro "OOmmii goctyn K ¢aiinaMm u npuHtepam’.
Jannast GyHKIUS 3aKphITa IO YMOJTYaHHIO, OJTHAKO HEKOTOPBIE IMOIH30BATEIIN AKTUBUPYIOT €€ JIJIst
y100CTBa UCIIOIB30BaHUsI B paboTe wim y4eoe;

4. He ucnons3yi nyosmunbiii WI-FI mjis mepenayum JTMYHBIX JAaHHBIX, HAllpUMEp JJIs BBIXOJA B
COIMAJIbHBIE CETU WJIU B DJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Toapko 3amuinieHHoe coeaunenue uepe3 HTTPS, a e HTTP, 1.e. mpu Habope BeO-
anpeca BBoau uMmeHHO "https://";

6. B moOunbsHOM Tenedone otkmoun ¢ynkiuio "llogkmouenne k Wi-Fi aBromatuuecku". He
JIONYCKai aBTOMAaTH4eCKOro MOAKIIIOYEHUs ycTpoiicTBa K cetsM Wi-Fi 6e3 TBoero cormacwusi.

CoumanbHbIE CETH

ConuanbHble CETHM aKTMBHO BXOJST B Hallly XU3Hb, MHOTHME JIIOAU pabOTalOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILULIHAp] YETIOBEK, YTO SIBJISICTCS OJHOMN
CelbMOM BCEX KHUTeNeH IUIaHeThl. MHOrue IoJjib30BaTeld HE IOHMMAKOT, YTO HH(popmanus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJIeHa M UCIOJIb30BaHa KEM YTO/IHO, B
TOM YHCJIe HE 00513aTeNIbHO ¢ OJaruMu HaMepEeHHUSIMH.

OCHOBHBIE COBETHI IO 0E30IIACHOCTH B COLMAIILHBIX CETIX:

1. Orpanuub cnucok jpy3ei. Y Te0s B Opy3bsiX HE JOHKHO OBITH CIydallHbIX M HE3HAKOMBIX
JIIOJICH;

2. 3ammimail cBOIO yacTHyIO >kM3Hb. He ykaswiBail mapoisu, TenedoHsbl, ajapeca, AaTy TBOETro
POXJIEHUS U JIPYTYI JUYHYIO WHGOpMalnMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3amuiiait CBOI penyTalrio - IEPKHU €€ B UNCTOTE U 3a7aBail cebe BOMPOC: XOTe ObI ThI, YTOOBI
JIpyrue TOojb30BaTeId BHUAETH, 4YTO Thl 3arpyxaems? Ilogymaii, mnpexiae dYeM 4TO-TO
OIyOJIMKOBATh, HAMMKICATh U 3aTPY3UTh;

4. Ecni TBI TOBOpHULIB C JIFOJABMH, KOTOPBIX HE 3HACIIb, HE HCIOJB3YH CBOE pealbHOE MMS U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO yueObl U MPOUEE;

5. N3berait pasmenienus ¢otorpaduii B MHTEpHETE, A€ ThI M300paKEH HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPEAETUTH TBOE MECTOMOIOKEHHUE;

6. Tlpu peructpanuui B COIIMAIILHON CETH HEOOXOJUMO UCIOIb30BaTh CJIOXHBIC IApOIH,
cocTosmue u3 OykB v QP U ¢ KOJIUYECTBOM 3HAKOB HE MEHee §;

7. Ay conpanbHON CETH, MOYTHI U JPYTUX CAUTOB HEOOXOAWMO HCIIOJIB30BaTh Pa3HbIE MapOJIH.
Torpaa ecnu Te0s B3IOMAIOT, TO 37I0YMBIIUIEHHUKH MTOJIy4aT IOCTYI TOJIBKO K OJTHOMY MECTY, a He
BO BCE Cpasy.

SHCKTpOHHLIC JACHbI'



DIIeKTPOHHBIE ACHBIH - 3TO OYCHB YI0OHBIN CIIOCO0 TIATEXEH, OJTHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOJTYIUTh 3TH JICHBTH.

3JI€KTpOHHBI€ JCHbI'M IIOABUWJIIMCh COBCEM HCAABHO M HMCHHO H3-3a 3TOI'O BO MHOI'HMX
rocygapCTBax A0 CHUX IIOP HE MPOIKCAaHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHM (pyHKIMOHHPYIOT U O HHX YK€ MPOIMHCAHO B 3aKOHE, TJIe UX pa3leisioT Ha
HECKOJIbKO BHUJIOB - aHOHMMHBIC U HE aHOHHMMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH onepanuu 0e3 wuaeHTU(UKALUK [0Jb30BaTeNsi, a B
HEaHOHUMHBIX UACHTU(DUKAIINS MTOTH30BATEIS SABISETCS 00sS3aTEIHHOM.

Taroke cieayer pa3indarh MMEKTPOHHBIE (PUATHBIE IEHBIU (PaBHBI TOCYIaPCTBEHHBIM BAIOTaM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIM (HE paBHBI TOCYAAPCTBEHHBIM BalIOTaAM).

OcHOBHBIE COBETHI 110 6€30IaCHOI paboTe ¢ NEKTPOHHBIMH JJCHbIaMH:

1. TlpuBsoku K cuery MOOWJIBHBIA TeneoH. DTO caMblii YHOOHBI W OBICTPBIA CHOCOO
BOCCTAHOBUTH JOCTYN K cYery. lIpuBsizaHHBIA TeneoH IMMOMOXKET, eciu 3a0ynemb CBOU
IUIATEXKHBIM MapoJIb WK 3aiIeIIb Ha CAUT ¢ HE3HAKOMOTO YCTPOWCTBA;

2. Ucnone3yit oqHopa3oBele mapoiu. [locie nepexoia Ha YCHIIGHHYIO aBTOPU3ALIMIO TeOe yKe He
OyJIeT yrposkarh OMaCHOCTh KPaXKu WJIM MepexBara MIaTeKHOTo Mapois;

3. Bribepu cnoxsblii mapoins. [IpectynmHukam OyneT HE MPOCTO yraaaTh CIOXKHBIM Hapoilb.
HanexHple maposiu - 3TO mapoJiu, KOTOPBIE COJepKAaT HE MEHee 8 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE U MPONIUCHBIE OYKBBI, U PHI 1 HECKOJILKO CHMBOJIOB, TAKHE KaK 3HAK JoJuiapa, GpyHra,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JJaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.
DIIeKTpOHHAs 1MoYTa

ONEeKTpOHHAas MOoYTa - 3TO TEXHOJIOTHS U MPEAOCTaBIsSIEMblE €10 YCIYTH MO NEPEChUIKE U
MOJIYUYEHHUIO AJIEKTPOHHBIX COOOLIEHHM, KOTOpBIE paclpeAessiioTcs B KOMIBIOTEPHOH CETH.
OO6b1yHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOIIUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme Iepeadyd MpoCTOro TeKCTa, HUMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 6€30MaCHOM paboTe C ITECKTPOHHOM MOYTOMU:

1. Hago BBIOpaTh mnpaBUIIBbHBIA TOYTOBBIM cepBuc. B HHTepHETE €cThb OrpOMHBIM BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllIe JTOBEPATHh TE€M, KOO 3HAelllb U KTO MEPBBINA B
pEUTHUHTE;

2. He ykaspiBaii B JMYHOW mouTe JIMuYHYI uH(popmanmioo. Hampumep, nyuiie BbIOpaTh
"My3bIKanbHbIN _(panat@" wiun "pok2013" Bmecto "temal3";

3. HMcnonb3yil IBYX3TalHYIO aBTOPU3ALMI0. JTO KOTJa IMOMHUMO IAapoJii HY>KHO BBOJWTH KO,
npucbUIaeMblil mo SMS;

4. Beibepu CIOXHBIN Maposb. JlJig KaKI0ro MOYTOBOTO SIIIMKA JOJKEH ObITh CBOM HaJEXKHBIMH,
YCTOWYMBBIN K B3JIOMY 1apOJIb;

5. Ecim ecTp BO3MOXHOCTh HamucaTb CAMOMY CBOM JIMYHBIM BOIIPOC, HCIOJB3YH 3Ty
BO3MOKHOCTB;



6. Mcnonb3ylh HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBBIil [1s1 YaCTHOM MEPENUCKH C aJpecaTaMu,
KOTOPBIM ThI IOBEPSCIIb. DTO AJIEKTPOHHBIN aJ[pec HE HAJ0 MCIOJIb30BaTh MPU PETUCTPALIMH HA
dbopymax u caiftax;

7. He oTkpbIBaii (hailiibl ¥ Ipyrue BIOKEHHS B TUCbMaX, AK€ €CJIM OHH IMPHUIIUTA OT TBOUX JIPY3€H.
Jlydie yTOYHM y HUX, OTHPABJISUIN JIK OHU TeOe 3TH (haiiibl;

8. Ilocie okoHuaHUs pabOTHI HA IMOYTOBOM CEPBUCE IMEpe] 3aKPhITHEM BKIAIKU C CAalTOM He
3a0yap HaXaTh Ha "BeiidTu".

KubepOyyiiHT Wi BUPTYaabHOE U3/1€BATEIHCTBO

KubepOymiuHr - mpecieqoBaHue COOOMICHUSIMH, COJEPKAIIUMH OCKOPOJICHHS, arpeccuro,
3allyTUBAHKE; XYJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 10 O0PHOE ¢ KHOSPOYILITHHTOM:

1. He 6pocaiics B 00ii. JIyumuii cioco0: mocoBeTOBaThCS KakK ce0st BECTU U, €CJIN HET TOr0, K KOMY
MOYKHO OOpaTHThCs, TO BHaYaje yCIOKOUThHCS. Eciiu Thl HauHENIb OTBEYaTh OCKOPOJICHUAMHU Ha
OCKOPOJIEHUS, TO TOJIBKO el 00JIbIle Pa30XIKellb KOH(IIUKT;

2. YopaBinsii cBoei kubeppernyTainuei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIlleCTBYIOT CIIOCOOBI BBIAICHUTb, KTO CTOUT 332 aHOHHMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJIHTaHCKUI 00pa3 BUPTyalIbHOH XHU3HH. MIHTEpHET (UKCUPYET BCE TBOM
JIeMCTBUS M COXpaHSAET UX. Y JaUTh UX OyAeT KpaiiHe 3aTpyIHUTENIbHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIOY;

6. UrHopupyil enuHuuyHblii HeraTuB. OJHOpPa30BbIE OCKOPOMUTEIbHBIE COOOIICHUS JIydllle
UrHOpupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HadyaJlbHOM CTaluy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHHUSIMU, B COIMAIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIIPaBKU COOOIIEHUH C OMpeIeIeHHbBIX apeCOB;

8. Ecnu ThI cBuaeTens kuOepOymiauHra. TBou NeMcTBUSA: BBICTYIHUTH HMPOTUB NpeciieioBaTes,
II0Ka3aTh €MY, YTO €0 JEHCTBUS OLEHUBAIOTCS HETaTUBHO, MIOAEPKATh KEPTBY, KOTOPOU HY)KHA
MICUXOJIOTHYECKast MOMOIb, COOOILIUTH B3POCIBIM O (DaKTe€ arpecCUBHOIO TIOBEJIEHUS B CETH.

MoOunpHbIi TenedoH

COBpeMeHHLIC CMapT(I)OHBI W IUIAaHOICTBI COACPIKAT B cebe BIIOJIHE B3pOCHLIﬁ (I)YHKI_II/IOHEU'I, u
TCIICPb OHU MOTYT KOHKYPUPOBATH CO CTAIMOHAPHBIMU KOMIIBHOTCPAMMU. O,Z[HaKO, CpCACTB
3allUThI JJIA HO,Z[O6HBIX yCTpOﬁCTB IIOKa O4YC€Hb MaJlo. TCCTI/IpOBaHI/IC " ITIOUCK y513BI/IMOCTeI71 B HUX
MMPOUCXOAUT HE TaAK MHTCHCUBHO, KaK IJId HK, TO K€ CaMO€ KacaeTcs 1 MOOMIBLHBIX HpPIJ'IO)KGHHﬁ.

CoBpemeHHbIE MOOUITBHBIE Opay3ephl yKe MPAKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacupenre (pyHKIIMOHAaJa BIICUEeT 3a c000il OOJIBIIYIO CII0KHOCTh M MEHBIIYIO 3alUIIIEHHOCTb.

Jlaneko He Bce TMPOM3BOAMUTENN BBIMYCKAIOT OOHOBJICHMS, 3aKpBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.



OcHOBHBIE COBETHI 151 0€301aCHOCTH MOOMIIBHOTO Telle(oHa:

Huyero He sBisieTcss mMoO-HAcTOsIIIEMY OeCIUTaTHBIM. bByns ocTopokeH, Beap Korma Tebe
npeiaraoT OecIyiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIaTHbIE YCIIYTH;

Hymaii, mpexxze yem otnpaBuTh SMS, ¢hoTo miam Bumeo. Thl TOUHO 3HACHIb, I OHU OyAyT B
KOHEYHOM uTOTre?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(doHa;
Hcnionb3yit aHTUBUPYCHBIE TPOrPAMMBI /17151 MOOMIIBHBIX TENIe()OHOB;

He 3arpy>1<a171 IMPUITIOKEHUA OT HCU3BECTHOI'O HWCTOYHHKA, BCIAb OHH MOI'YyT COACPKATH
BPCAOHOCHOE IIPpOIrpaMMHOE O6€CH€‘I€HI/IC;

[Tocne Toro xKak ThI BBIHACHIL C CaliTa, I/I€ BBOAWII JIMYHYIO HH(DOPMAIUIO, 3aliJ1 B HACTPONKH
Opaysepa u ynanu cookies;

Ilepnonnuecku npoBepsii, KaKue IUIATHBIE YCIYTM aKTUBUPOBAaHbBI HA TBOEM HOMEpE;

JaBaii cBoii HOMEp MOOWIBHOTO TeneoHa TOJBKO JIOASM, KOTOPBIX Thl 3HACHIb U KOMY
JIOBEpsIeIlb;

Bluetooth nomken ObBITH BBIKIIOYEH, KOTJa Thl MM He Mosb3yemnibcs. He 3abbiBait nHOrma
MIPOBEPSITH 3TO.

Online urpsi

COBpeMeHHI)IG OHJIaf/'IH-I/IFpI)I - OTO KpaCO4YHBIC, 3aXBaTbIBAOIIUC PA3BJICYCHU, O6”I)CI[I/IH$IIOHII/IG
COTHHU TBICAY YECJIOBCK I10 BCEMY MHDPY. I/IFpOKI/I HCCICAYIOT I[aHHLIﬁ UM MHUD, 06H_[8.IOTC5{ Apyr C
APYroM, BBIIOJHAKOT 3aJaHUSA, CPAKAIOTCS C MOHCTPAMU U ITOJTYHArOT OIIBIT. 3a YAOBOJILCTBUC OHU
IJIaTAT: MOKYIAT AUCK, OIIJIaYUBAIOT a0OHEMEHT UJIN HpI/IO6p€TaIOT KaKue-TO OITIHH.

Bce »Tu cpeactBa uayT Ha MojajepKaHWE U Pa3BUTHE UIPHI, a TaKKe Ha caMy Oe30MacHOCTb:
COBEpUIEHCTBYIOTCA CUCTEMbI aBTOPH3allMH, BBIMYCKalOTCS HOBbIE MaTuu (IU(POBbIE 3aIlJIaTKU
JUIS IPOTPaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX HUrpax CTOUT OIIaCaTbCA HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKHU TBOCTO
napoJist, Ha KOTOpOM OCHOBAaHAa CUCTEMA aBTOpHU3alluA OOJIBLIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bezaer cels IIOX0 MM co3faeT TeOe HeNPHUATHOCTH, 3a0JIOKUPYH ero B
CIIFICKE UTPOKOB;

2. Ioxamyiics aJIMHHHCTPAaTOpaM WIPbl Ha IUIOXOE IOBEJAEHUE JTOr0 WIPOKA, XKENATEeIbHO
MIPUJIOKUTD KAKUE-TO TOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 11MuHyI0 HHGOpPMAIUIO B Ipodaiiie Urpsl;
4. YBaxail Ipyrux y4acTHHKOB IO UIPE;
5. He ycranaBiuBail Heo(uIMaIbHbIE TATYU U MOJBI;

6. Mcrionb3yil CIOXKHBIE U pa3HbIE MTApOJIH;



7. Jaxe BO BpeMs UIPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka Thl Urpaemnib, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

OumuHT WM KpaKa JIMYHbIX JTaHHbIX

OOBIYHON KpaXkKeH JIeHer W JOKYMEHTOB CErOJHS y)K€ HHUKOTO HE YJAHMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKHA TEPEMECTHINCh B HHTEPHET, W IPOJIOJDKAIOT
3aHUMATHCS "MIOOUMBIM" JEJIOM.

Tak nosiBUIach HOBast YTpo3a: MHTEPHET-MOIIEHHIYECTBA UM (DUILIUHT, TIaBHAS LEIb KOTOPOTO
COCTOUT B MOJYYCHUH KOH(HUACHIMAIBHBIX JTAaHHBIX MOJIb30BATENCH - JTOTMHOB U maposeii. Ha
aHrnuiickoMm s3bike phishing unraercst kak ¢ummar (ot fishing - peiOHas nosins, password -
1apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouMM akkayHTOM. Eciu Thl momo3peBaenib, 4YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
CcKopee;

2. Ucnonb3yit 6e30macHbie BeO-CATHI, B TOM YHCJIC, NTHTEPHET-Mara3nHOB U TIOMCKOBBIX CUCTEM;

3. Hcnonw3yil clOXHBIE W pasHble Mmapoiau. Takum oOpa3om, eciu TeOsS B3JIIOMAIOT, TO
37MOYMBIIUIEHHUKH MOIYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecom TeOsi B3iIOMaiM, TO HEOOXOAMMO NUPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
N00aBJIeHBI Y T€0S B IPY3bSX, O TOM, YTO T€OS B3JIOMAJIH U, BO3SMOXKHO, OT TBOEIO UMEHH OyIeT
pacchUIaThCs CIIaM U CCHUIKH Ha (DPUIIUHTOBBIE CAHTHI;

5. Ycranosu HanexHbli napons (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKII0YM coOXpaHEeHHe mapoJs B Opaysepe;

7. He oTkpbIBaii paiiibl ¥ ApyrUe BIOKEHUS B MMUCbMAX, Aa’Ke €CJIM OHU MPUIILIN OT TBOUX ApY3€eil.
Jlydie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (aiibl.

[Mudposast penyranus

[ludposass penmyranust - 3TO HeraTHMBHAas WM TO3UTHUBHAas HMHpOpManus B ceTH o Tebe.
Komnpomerupyromas nuHpopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOeH peanbHON ku3HU. "Lludposas pemyranus” - 370 TBOW HUMUIXK, KOTOPBIH
dbopmupyercs u3 uHbpopMaluu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue MoAPOCTKH JIETKOMBICICHHO OTHOCATCS K MYONUKAIMM JUYHOW WHGpOpMalud B
HuTepHeTe, HE MOHMMAs BO3MOKHBIX IOCIIEACTBUM. ThI 1aXke HE CMOJKELIb JOralaTbCsl O TOM, U4TO
dortorpadus, pa3melieHHas 5 JeT Ha3a/l, cTaja IPUYMHON 0TKa3a IPUHSTH TeOst Ha paldoTy.

KommenTapuu, pazMenienre TBoux Gororpaduii u apyrue AelcTBUsS MOTYT HE UCUE3HYTh Jlaxke
MocJie TOT0, KaK Thl MX yJalHIlb. Thl HE 3HaeIlIb, KTO COXPaHWJI 3Ty HHPOPMAIIHIO, [T0Malia JIU OHa
B ITIOMCKOBBIE CHCTEMBI U COXPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKpyXKarolue



JIOJTA, KOTOPBIC HAWIYT ¥ YBUAAT 3T0. Haiith mHbOpMAaIiio MHOTO JIET CITYCTSI CMOXKET JIF0OOH -
KaK U3 T0OpBIX TOOYKACHH, TaK M C HAMEPEHUEM IPUUUHUTH Bpe. DTO MOXKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI permyTaIuu:

1. [Togymaii, mpexzae ueM 4To-TO IMyOJIMKOBATh U MepeiaBaTh y cedsi B OJiore WK B COLUAIBHON
CeTH;

2. B Hacrpoiikax Tpouisi yCTaHOBH OTPAaHUYCHHS HA IMPOCMOTP TBOETO NPOGUIS U €ro
COAEP)KUMOTO, CIIeTai ero TOJbKO "1 apy3en";

3. He pa3memiaii 1 He yka3blBail MH(pOpPMAIUIO, KOTOpas MOXKET KOTro-JTHO0 OCKOPOJIATh WU
00MXKaTh.

ABTOpCKOE ITPaBO

CoBpeMeHHBIE IKOJILHUKH - aKTUBHBIE TI0JIb30BaTENN IUPPOBOTO IPOCTpaHcTBa. OHAKO AATIEKO
HE BCE 3HAIOT, YTO TIOJIb30BaHWE MHOTMMH BO3MOXKHOCTSMU IM(POBOro mmpa TpedyeT
coOII0ICHMSI TPaB HAa UHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

Tepmun "MHTEMIEKTyaJdbHas COOCTBEHHOCTb" OTHOCHUTCS K  pa3iMyHbIM  TBOPEHHUSAM
4eJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, W 3aKaHYMBasg KHHUTaMH, ¢ororpadusmu, KuHOPHIBMAMU W
MY3bIKaJIbHBIMU [IPOU3BEICHUAMM.

ABTOpCKHE IIpaBa - 3TO [paBa Ha UHTEIJIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKHU,
JUTEpaTyppl U MCKYCcCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KadeCTBE IapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHbII/TBOPUECKUI TpyA aBTOpa He OyJeT HampacHbIM, JacT €My CIpaBeIMBbIE
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysibTaTaxX CBOEro TPyZa, NOJYYUTh U3BECTHOCTb U NMPU3HAHUE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaTb B MPOKaT, MyOJIUYHO
UCIIOJIHSAT, IOKA3bIBATH/UCIIOJIHATD B 3(Upe Ui pa3MenaTts B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOT0O 0OECTICYSHHS MOYKET MPUBECTH K MHOTUM PUCKaM:
OT TIOTEPU JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO yCTPOMCTBA, IJI€ yCTAaHOBJICHA
HeJleralibHas nporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHBIC U OECIUIaTHBIE
MIPOrpamMMbl, KOTOPbIE MOXXHO HANTH B CETH.

O noprane

CeteBU4OK.p( - TBOM TJIABHBIM COBETYHK B CETH. 37€Ch Thl MOXKEIIb Y3HaTh O O0€30MaCHOCTH B
CEeTH TIOHSATHBIM M JIOCTYNHBIM SI3BIKOM, a TPU BO3HUKHOBEHHHM KPUTHYECKOM CHUTYyaIluu
0o0paTUThCS 32 COBETOM. A TakKe MPUHATh y4acTHE B KOHKYpcaxX M CTaTb CaMbIM ITU(PPOBHIM
rpaxaaHuHOM!



